KiSISEL VERILERIN ULUSLARARASI ADLI

Abdullah OMEROGLU | y\br M1 ASMA ALANINDA KORUNMASI
Tetkik Hakimi .
Rapporteur Judge | PERSONAL DATA PROTECTION IN
INTERNATIONAL JUDICIAL COOPERATION
I- Genel Olarak I- In General

Ulkeler arasinda adli yardimlagmada, kigisel verilerin
korunmasi, one ¢ikan onemli bir konudur. CUnkd adli
yardimlagma talebine konu edilen bir cok bilgi ayn
zamanda kisisel veri niteligindedir. Bir tilkeden bir digerine
uluslararasi adli yardimlasma kanali ile hangi tlr kisisel
verilerin nasil paylasilacagi ve s6z konusu paylasim
sonucunda bu verilerin korunmasinin nasil yapilacag
gibi hususlar 6nem tagimaktadir. Yine adli yardimlagma
ile edinilen bu sekildeki bir kisisel verinin talep eden
ve talep edilen Ulkeler diginda, bir diger dclincli Ulkeye
hangi sartlarda nakledilebilecegi hususu da énem arz
etmektedir. Nihayet, paylagim sonucunda edinilen kisisel
verinin ilanihaye ve talep konusu disinda kalan bir alanda
“unutulma hakki” karsisinda nasil islenecegi, tzerinde
durulmasi gereken bir bagka noktadir.

Talep konusu edilen kisisel veriler; sahsi duruma dair
kayitlar ve adres bilgilerinin yani sira, sabika kayitlar,
saglik durumu, mal varligi gibi bir cok konuya miiteallik
olabildiginden, kisisel veri ihtiva etmeyen bir adli
yardimlagma talebi neredeyse yok gibidir. Hatta saglik
konusundaki bazi veriler, daha 0zel addedilmekte ve
"hassas Kkisisel veri” kategorisinde daha nitelikli bir
korumaya kavusturulmug bulunmaktadir. Bu agidan,
Ozellikle, cezai konularda adli yardimlagma kanaliyla
elde edilen bir takim kisisel veriler, cogu kez sahislarin
hurriyetini dahi kisitlamaya elverigli bilgiler icermeleri
hasebiyle, buyik biruygulamaalani bulan bazi uluslararasi
sozlesmelere de konu edilmistir.

II- Konuya Dair Diizenlemeler

Kisisel verilerin korunmasiyla ilgili ulusal mevzuatimiza
bakildiginda, dncelikle Anayasamizin 20 nci maddesi ve
6698 SaylliKisisel Verilerin Korunmasi Kanunusayiimalidir.
Yine, tarafi bulundugumuz ve (lkemiz bakimindan
yurdrlik kesbetmis bir Avrupa Konseyi SGzlesmesi (108
Sayill Sozlesme) ve bunun Ek Protokollnln (181 Sayili
Sozlesme) oldugu gorilmektedir. 6698 sayill Kanunun
19 uncu maddesine gore, idari ve mali 6zerklige sahip ve
kamu tiizel kisiligini haiz Kisisel Verileri Koruma Kurumu
(Kurum) kurulmug olup, Kurum, goreve baglamistir (http://
www.kvkk.gov.tr).

Minhasiran kisisel verilerin adli yardimlagma alaninda
kullanimiyla ilgili olarak dne ¢ikan en 6nemli uluslararasi

Personal data protection, is an important issue that stands
outbetween stateswheninternational judicial cooperation
isapplied. Thisis because a lot of information on the subject
of judicial cooperation is in the nature of personal data
at the same time. Topics such as how to share personal
data with an international judicial cooperation channel
from one country to another and how to protect this kind
of data as a result of sharing are important matters. It is
also important that under what circumstances this type
of data obtained by judicial cooperation can be transferred
to another third country other than the requesting and
requested countries. Finally, the way in which the personal
data acquired as a result of sharing is processed in the face
of the “right to be forgotten” in a field outside the scope
of the declaration and demand or in perpetuum use of
personal data are another points to be emphasized.

Since personal data on request; can involve many issues
such as criminal records, health status, property, as well
as records and address information about the individual
situation, there is hardly a judicial request that does not
contain any personal data. In fact, some health-related
data are considered to be more specific and more qualified
in the protection of “sensitive personal data” category.
In this respect, in particular, a number of personal data
obtained through criminal matters via judicial assistance
channel have also been addressed in some international
conventions that find a great application area, often
containing clauses that would even restrict the freedom of
individuals.

II- Regulations Pertaining to The Matter

When we glance atour national legislation on the personal
data protection, we must first count the 20th article of
our Constitution and the Personal Data Protection Act
No. 6698. Again, it should be considered that there are
Council of Europe Convention (ETS. 108) and iits Additional
Protocol (ETS. 181), which we are party to both. According
to the 19th article of the Law No. 6698, the Personal Data
Protection Institution (Institution), which has come into
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metin, Ceza islerinde Karsilikli Adli vardim Avrupa
S6zlesmesine Ek 2. Protokoldir (CIKAYAS Ek 2. Protokol),
(Second Additional Protocol To The European Convention
on Mutual Assistance In Criminal Matters Cets 182). S0z
konusu Ek 2. Protokol 01/11/2016 tarihinde Ulkemiz
bakimindan yurirliige girmis bulunmaktadir. CIKAYAS EK
2. Protokol, konuyu hem 26 nci maddesinde diizenlemis
hem de Protokolln giris kisminda 108 sayili Sozlesmeye
yaptigl atifile kisisel verilerin korunmasi konusuna verdigi
onemivurgulamistir.

li- Uluslararasi Adli Yardimlasmada Kisisel Veriler

Bir uluslararasi adli yardimlagma isteminde, talep eden
tilke, adli yardimlagsma talebine dair evraki talep edilen
ulkeye gonderdiginde, kisisel verilerin korunmasiyla ilgili
kimi zaman agik veya dolayli bazi kayitlar dercetmektedir.
Ornegin, “Is bu adli yardimlasma evraki ile talep konusu
olunan ve elde edilen bilgi, talep edilen devietin rizasi
hilafinda, talep amaci disinda kullanilamaz ve dgcincd
kisilere veya llkelere aktarilamaz’, gibi ifadelere
rastlanmaktadir. Uygulamada kimi zaman, talep edilen
devlet, kisisel verinin paylagimi icin daha munferit bir
konuda bir sart ya da kayit istemekte ya da bu kapsamda
bir garanti talebinde bulunabilmektedir.

CIKAYAS Ek 2. Protokoliin 26 nci maddesine gére, adli
yardimlasma araciligiyla bir taraf tilkeden bir diger taraf
ilkeye aktarilan “kisisel ver" niteligindeki bilgiler, sadece
"adli ve/veya idari bir kovusturma amaciyla’ ya da " kamu
glivenligine yonelik ani ve ciddi bir tehdidin 6nlenmesr’
amaciyla kullantlabilir. Ancak veriyi gonderen Ulke olan
talep edilen Ulkenin izni veya veri sahibinin rizasl varsa,
talep eden (lke tarafindan elde edilen kisisel veri, talep

office recently, has administrative and financial autonomy
and hasa public legal personality (http://www.kvkk.gov.tr).

The most prominent international text on the use of
personal data exclusively in the field of judicial cooperation
is the “Second Additional Protocol To The European
convention On Mutual Assistance In Criminal Matters”
(ETS. 182 or 2nd Additional Protocol). This Protocol, has
entered into force on 01/11/2016 in terms of our Country.
Aforementioned Additional Protocol underscores the
importance of the protection of personal data, both in the
contextof Article 26 and in the introduction to the Protocol,
which refers to ETS. 108.

llI- Personal Data in International Judicial Cooperation

In an international judicial cooperation request, when the
requesting state sends documents to the requested country
for legal assistance, it sometimes refers to some clear or
indirect records relating to the protection of personal data.
For instance, there are statements as such; ” 7his judicial
cooperation document and the information on demand
and obtained information can not be used apart from the
request purpose and not transferred to third persons or
States”. In practice, sometimes, the requested state may
demand or require a condition or record in a more specific
case for the sharing of personal data.

According to Article 26 of 2nd Additional Protocol, the
information in the form of “personal data” transmitted by
a party toanother country through judicial cooperation can
only used forthe purpose of “ judicial and/or administrative
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konusu disindaki baska alanlarda da kullanilabilir.

Bu kapsamda bir verinin " Kisisel veri’ olup olmadigl 108
sayili Sozlesmeye gore belirlenir. 108 sayili Sézlesmenin
2 nci maddesinin (a) fikrasina gore "kisisel veri’, teshis
edilmis veya teshis edilebilir bir kisi ile alakall herhangi
bir bilgiyi ihtiva etmektedir. Kisisel veriyi aktaran dlke,
aktardigi Ulkeden, aktarimi miteakiben verinin kullanim
alani ile ilgili bilgi talep edebilir. Taraflar Protokoliin
uygulanmas! anlaminda Konseye tevdi edecekleri bir
beyan ile, bir taraftan diger bir tarafa aktarilan kisisel
verilerin, gonderen devletin 6n rizasi olmaksizin, diger
tarafca belirtilen amac disinda kullanilamayacagini
(sadece adli veiveya idari bir kovusturma amaciyla ya
da Kamu giivenligine yonelik ani ve ciddi bir tehdidin
onlenmesi amaciyla kullanim) bildirebilir. Ancak, bu genel
bildirim yapilmasa bile, CIKAYAS Ek 2. Protokoliin 24 Gincii
maddesinin 2 nci fikrasina gore, kisisel veriyi gdnderen
taraf bunun kullanimini sinirlandiran bir sart kogabilme
hakkina sahiptir.

CIKAYAS Ek 2. Protokol, 108 sayili Sozlesme kapsamindaki
yukUmlaltkleri —etkilemez, ¢lnkid  kisisel  verilerin
korunmasityla ilgili hikimler, daha 0zel bir alani
olusturmaktadir. Bu nedenle, bir adli yardimlagma
konusunda talep edilen bir dlke, kendi kisisel verilerin
korunmasi mevzuatina dayanarak talebi reddedebilir.
Zaten CIKAYAS Ek 2. Protokoliin 26 nci maddesinin 3 Gincii
fikrasina gore, talep edilen (lke bu ret hakkina sahiptir.
Bu maddeye gore, bir adli yardimlagma kapsaminda talep
edilen Ulke, kendi Ulkesinin Kigisel verilerin korunmasiyla
ilgili mevzuatinin talep konusuna cevaz vermemesi bir
bagka deyigle, talep konusu verinin talep edilen dlkenin
ulusal mevzuatl kapsaminda korunmasi halinde ya
da talep eden dlkenin kisisel veriyi koruyan yeterli bir
mevzuata sahip olmamasi veya 108 sayili Sozlesmeye
taraf olmamasi gibi durumlarda, talep edilen (lke, talebi
reddedebilir.

Talep edilen taraf bakimindan Ulkemizin ret nedenleri
olarak; 6698 Say!li Kisisel Verilerin Korunmasi Kanununun
9 ve 28 inci maddeleri (" Yeterli korumanin bulunmamasi,
millf savunmayi, milli giivenligi, kamu giivenligini, kamu
diizenini, ekonomik giivenligi, dzel hayatin gizliligini veya
kisilik haklarini ihlali’ gibi); 108 Sayili Sozlesmenin 16
nct maddesi (" dzellikle ulusal egementlik, giivenlik, kamu
diizeni ile temel hak ve dzgiirliiklere aykirilik” gibi) ya da
181 numarali Sézlesmenin 2 nci maddesi (“talep eden
Ulkede yeterli diizeyde koruma olmamasr’ gibi) sayilabilir.

proceedings” or " for preventing an immediate and serious
threat to public security’. However, the personal data
obtained by the requesting country can also be used in
other areas of the request, provided that the permission is
given by the requested state, which is the sending state, or
ifthere is a consent from the data subject.

In this context, whether or not a data is “personal data”
is determined by the Convention No. 108. Pursuant to
paragraph (a) of Article 2 of the Convention No. 108,
"personal data, means any information relating to
an identified or identifiable individual’. Accorrdind to
paragraph 4 of the Article 26 of 2nd Additional Protocol;
" Any Party that transfers personal data obtained as a result
ofthe execution of a request made under the Convention or
any of its Protocols may require the Party to which the data
have been transferred to give information on the use made
with such data’. However, even if this general notification
is not made, according to paragraph 2 of Article 24 of 2nd
Additional Protocol, the part that send the personal data has
the right to limit the use thereof.

2nd Additional Protocol, does not affect the obligations
under Convention No. 108, because provisions relating to
the protection of personal data constitute a more specific
area. For this reason, a state that has been requested for
a judicial cooperation may refuse a request based on its
own national legislation on the protection of personal data.
According to paragraph 3 of Article 26 of 2nd Additional
Protocol, the requested state has the right to such refusal.
As stated by this article, if the requested state’s protection
of personal data legislation does not allow the request, in
other words, if the data subject to judicial cooperation is
protected under national legislation of requested state or if
the requesting state has not sufficient legislation to protect
the personal data or if it is not a party to the Convention No.
108, the requested country may reject the request.

As to the reasons for rejection of a judicial cooperation
request in terms of our country; Articles 9 and 28 of the
Protection of Personal Data Act No. 6698 (Such as “/ack of
adequate protection, national defense, national security,
public safety, public order, economic security, privacy or
personal rights violations”), Article 16 of the Convention 108
(Such as in particular “national sovereignty, security, public
order and violation of fundamental rights and freedoms”),
Article 2 of the Convention 181 (as such “/ack of adequate
level of protection for the intended data transfer’) may be
mentioned.
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